CloudSecurity

Protecting Your Business with a Full

Security as a Service Portfolio

Security

RapidScale, a Cox Business Company, provides a full CloudSecurity
portfolio with industry-leading network and host-based tools for major
compliances such as PCl and HIPAA. Our portfolio includes Unified
Security Management, Web Security and Application Delivery, Email
Security, Gateway Security Services and more. Address business
vulnerabilities and fill in any gaps with our full security portfolio at your
fingertips.

Unified Security
Management

The USM platform
accelerates and
simplifies threat detec-
tion, incident response
and compliance man-
agement for IT teams
with limited resources.

Web Security and
Application Delivery

The inclusive, fully
integrated solution
includes Web
Application Firewall,
DDoS mitigation,
Content Acceleration
and Global Load

Email Security
and Archiving

Security, archiving and
continuity services
protect business email
and deliver comprehen-
sive email risk manage-
ment in one fully-inte-
grated service.

Balancing.

Features

Gateway Security
Services

Take advantage of fully
managed next-genera-
tion firewall services
that integrate with the
USM platform for
added efficiency and
intelligence.

e Fully managed by RapidScale Security Operations

e Automatically updated threat signatures

e Compliance reporting

Web Security

Mobile Device
Management

Firewall

* Network-based stateful inspection firewall v

e \Web-based administration
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Anti-Virus

Anti-Malware

Email Security

Anti-Virus

Anti-Malware

Secure Client
Access

2-Factor
Authentication

UsM
Anti-Virus

Anti-Malware

Remote Office

Production

Disaster Recovery

.
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Unified Security Management with AlienVault

With essential security controls and integrated threat intelligence built in,
CloudSecurity USM puts complete security visibility of threats affecting your
network and how to mitigate them within fast and easy reach. Coupled with
RapidScale’s Security Operations Center, your business can rest easy
knowing the best-of-breed technology and security experts are working for
your protection.

Web Application Firewall with Incapsula

Whether you’re running a small e-commerce business or in charge of IT
operations for an enterprise, RapidScale’s Web Security and Application
Delivery tools will greatly improve your website security and performance.
Delivered as a cloud service, Incapsula reduces the hardware and application
management burden, giving you powerful tools that go beyond the
capabilities of an on-premises solution.

Email Security and Archiving with Mimecast

We provide cloud-based email management for Microsoft Exchange and Office 365, including security, archiving
and continuity services to protect business email. Defend against advanced threats with spam and virus
protection, targeted threat protection, and content control and data leak prevention. Our CloudSecurity offering
ensures email availability no matter what, providing your team with continued access to their everyday tools
without disruption.

Asset Discovery v Web Content Acceleration (CDN) v
SIEM (Security Events Manager) v In-Line and Transparent DDoS Mitigation v
Behavioral Monitoring v Global and Intelligent Application-Level Load Balancing v
Vulnerability Assessment v Multi-Location, Multi-URL Support v
Intrusion Detection v Two-Factor Authentication v
Centralized Management v Application-Aware Content Caching v
RapidScale Managed Security Services v Real-Time Monitoring and Alerts v
Integration with CloudSecurity USM v
IPv6 Support v
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